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Who am |

Zhouhan Chen
e PhD in Data Science @ New York University
e Cybersecurity researcher
e Founder @ Safe Link Network (https://safelink.network)
e Built Information Tracer (https://informationtracer.com)

e Built Malware Discoverer (https://malwarediscoverer.com)



https://safelink.network
https://informationtracer.com
https://malwarediscoverer.com

Information Tracer provides automated data collection pipeline

User input keywords Collect posts Generate intelligence Share results
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To discover new scam narratives, we

Search for suspicious keywords

Look at most popular posts from each platform

Look at sharing network to identify coordinated groups
Look at co-occurred URLs and check their reputations



We present three case studies based on three queries:
- “free gift card”

- “free livestream”
- “free crypto”

(data collected in January 2023)



YouTube is the top platform sharing suspicious “free gift
card” narrative

Suspicious patterns Twitter(19) Facebook(200+) Instagram(200+) Reddit(136) Youtube(200+)

You may also want to search...

Show (10 v entries Search:
. P . § " See on
Youtube Video Description Comment Likey View Channel Created At Profile
Youtube
top 5 app google play gift card for 365 339 2291 MRK News 2023-01-18 visit
india redeem code earning app it
redeem code for playstore how to
get redeem code ...
100% [g;{== Google play REDEEM 13 305 2692 Pro Tricky  2023-01-17 visit
CODE, Google Play gift card, How Looter
to get [{73 redeem code for play
store Redeem Code ...
100% |g;{== Google play REDEEM i3 305 2692 Pro Tricky  2023-01-17 visit
CODE, Google Play gift card, How Looter
to get [[{3 redeem code for play
store Redeem Code ...
Flipkart #Voucher #turbotechplus 53 241 3471 Turbo Tech 2023-01-18 visit
Flipkart 2500 Gift Vouchers Plus

Instant 2023 | Flipkart [F75
Shopping | G Voucher No ...



YouTube is the top platform sharing suspicious “free gift
card” narrative

amaZo

Free Amazon Gift Card


http://www.youtube.com/watch?v=hdysmTGGlXI

Users are told to download apps, complete tasks, and earn
gift cards

Start Earning
Gift Cards

Redeem for ,° Play Games,
Gift Cards ~ Have Fun!

About thisapp -

Spending time on your device with no rewards to show for it? Have no fear, Reward Hero is here! Reward Hero is here to make
spending time on your device fun by earning Gift Cards. These Gift Cards can be easily earned by completing offers, playing games,
and taking surveys. Offers consist of simple steps such as completing tasks in free apps, playing games, completing surveys, and
signing up for great offers. For every offer you complete, you will be awarded a certain amount of in-app Coins. These Coins can be
redeemed for PayPal Credit and other real-life Gift Cards.



In reality, many users were just sharing personal data

(XX}

o Ashish Yadav

* January 21, 2023

Nice app, but It is hard to earn coins it is easy for only those who spent time like 3 to 4 hrs or other
options is for survey but in the surveys they use to collect and share data to thid parties so it's is safe
or not that was another reason for giving 1 star.@

Did you find this helpful? Yes No

Reward Hero Inc. January 19, 2023

Hi Ashish, Thank you for rating us 5-Stars! If there is anything you would like assistance
with please email us at support@rewardhero.app. Thanks! - Amber



We present three case studies based on three queries:

- “free gift card”
- “free livestream”
- “free crypto”
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We present three case studies based on three queries:

- “free gift card”
- “free livestream”
- “free crypto”



Facebook, YouTube both have multiple “free crypto” scams

Suspicious patterns Twitter(6) Facebook(200+) Instagram(11) Reddit(13) Youtube(200+)

You may also want to search...

Show 10 v|entries Search:
. o : 5 . See on
Youtube Video Description Comment Like v View Channel Created At Profile
Youtube

BYBIT: $30030 BONUS + 0% SPOT 42 142 1493 1A 2023-01-17 visit
TRADING FEES https:/fijaz.uk/bybit

BITGET: DEPOSIT TODAY TO GET

10% CASHBACK ...

Instant 30$ NFT Free | New S35 34 130 2054  Digitech 2023-01-19  Jweorled S visit
Loot | Limited time #digitechsahil Sahil ?o(smk

#nft #instantEaeeloot Exclusive .

links & Promo codes on Our ...

TechieHome #Zaaeminingapp 73 121 2519 Techie 2023-01-18 visit
#bitcoinminingapp Home

#withoutinvestment
#freeminingapp $10 Bitcoin Mining
App in 2023 - Mine ...


https://informationtracer.com/?result=bdaf69870d5607efc0a8650f343e68910330cae7f8d1cd14effdefdc4edf22c8
https://informationtracer.com/?result=bdaf69870d5607efc0a8650f343e68910330cae7f8d1cd14effdefdc4edf22c8
https://informationtracer.com/?result=bdaf69870d5607efc0a8650f343e68910330cae7f8d1cd14effdefdc4edf22c8
https://informationtracer.com/?result=bdaf69870d5607efc0a8650f343e68910330cae7f8d1cd14effdefdc4edf22c8
https://informationtracer.com/?result=bdaf69870d5607efc0a8650f343e68910330cae7f8d1cd14effdefdc4edf22c8

We extract all URLs from “free crypto” posts, sort them by
occurrence, and investigate top-shared URLs

Platform detected Type Name of the entity Occurrence v
facebook url https://play.google.com/store 31
[apps/details?id=com.remint2.app
facebook url http://minepi.com/levyy92 31
facebook url https://www.chatany.world 30

[h5/reg.html?invite_code=3PC14L

youtube url https://telegra.ph/Crack-01-12 30
youtube url https://telegra.ph/Crack-2023-01-16 26
youtube url https://telegra.ph/Widelnstaller-10-09 24
facebook url https://bit.ly/3YxrzmQ 22
youtube url https://telegra.ph/Crack--free- 20

download-01-07
youtube url https://telegra.ph/Description-01-02-3 19
youtube url https://telegra.ph/Description-01-02-2 19




We extract all URLs from “free crypto” posts, sort them by
occurrence, and investigate top-shared URLs

Platform detected Type Name of the entity Occurrence v
facebook url [ https://play.google.com/store } 31
[apps/details?id=com.remint2.app
facebook url http://minepi.com/levyy92 31
facebook url https://www.chatany.world 30

[h5/reg.html?invite_code=3PC14L

youtube url https://telegra.ph/Crack-01-12 30
youtube url https://telegra.ph/Crack-2023-01-16 26
youtube url https://telegra.ph/Widelnstaller-10-09 24
facebook url https://bit.ly/3YxrzmQ 22
youtube url https://telegra.ph/Crack--free- 20

download-01-07
youtube url https://telegra.ph/Description-01-02-3 19
youtube url https://telegra.ph/Description-01-02-2 19




Scam narrative: download mobile app to mine crypto and
make money

Remint Network

Contains ads - In-app purchases

@




Those apps do not work

@ MD Hasnain Al Rasheed Shamim

* January 13,2023

Remint is truely Scammer apps! | have mined last one year, one day | have updated this app, Then |
couldn’t access on this site, their supportive team is totally rubbish, when | seeked solution they ban
me on telegram group, Lot of mined points and my so many times took them.

2 people found this review helpful

Did you find this helpful? Yes No



There is no crypto at all

m Obinna Anagwu

* January 4, 2023

Fake Crypto Network! It seems pretty clear to me now that this app is not about mining a token of a crypto
network, but a cheap con to make money from gullible crypto enthusiasts through Google Play Store adverts.
Otherwise, why are they so obsessed with adverts? Why display up to 3 ads, photos, gifs and videos all in the
name of claiming their worthless tokens??? And yet, they'll deny you the useless tokens after wasting your time
and data? You guys are just fraudsters, nothing else!

18 people found this review helpful

Did you find this helpful? Yes No



Some URLs (from telegra[.]ph) are already blocked by Safari

Platform detected Type Name of the entity Occurrence v
facebook url https://play.google.com/store 31
[apps/details?id=com.remint2.app
facebook url http://minepi.com/levyy92 31
facebook url https://www.chatany.world 0o e m—— 5%
/h 5/reg ® htm |?i nVite_COde=3 PC 4 G “telegra.ph" - Google Search T Website With Harmful Software Wa... T Description - Telegraph
youtube url https://telegra.ph/Crack-01-12
youtube url https://telegra.ph/Crack-2023-0
youtube url https://telegra.ph/Widelnstaller- @ Website With Harmful Software Warning
This w_ebsite may t_ry to tr'ick you into insta_lliqg software 'that harms your browsing ex;_)erience, !ike
facebook Url https://bit.ly/3YXerQ cmh:ynglengi%lfti):l:ltsgt:r;g';:o\:’vihout your permission or showing you unwanted ads. Once installed, it
youtube url https://telegra.ph/Crack--free- StowDetzis i Go Sack
download-01-07
youtube url https://telegra.ph/Description-01
youtube url https://telegra.ph/Description-01




Some URLs (also from telegra[.]ph) are not blocked
(we discovered those malicious links earlier than browser)

Platform detected Type Name of the entity Occurrence v
facebook url https://play.google.com/store 31
[apps/details?id=com.remint2.app
facebook url http://minepi.com/levyy92 23
© | T https:/telegra.ph/Description-01-02-3 - N
facebook url https://www.chatany.world & “lgraph - Gl soaren T Setup Crack - Telgraph T Deseripton - Tlograph
[h5/reg.html?invite_code=3PC14L
ion
youtube url https://telegra.ph/Crack-01-12 tio
youtube url https://telegra.ph/Crack-2023-01-16 Download New: *CLICK*  gPassword: 2022
. ] Download Ne2: *CLICK* S Password: 2022
youtube url https://telegra.ph/Widelnstaller-10 1 Download archive
facebook url https//b|t |y/3YxrzmQ 2) Recommended to disable real-time protection and smart screen
3) Run Setup.exe
yOUtu be Url https.//telegra : ph/C I'aCk--fl' 4) Follow the instructions during installation
download -01 -07 5) If you have any problems, click the second mouse button "Run as administrator”
youtube url [ https://te|egra.ph/Description-O’l-02— 6) Make sure you have the latest Visual C++ package installed
youtube url https://teIegra.ph/Description—O1—02— If you have not downloaded RAR, then download it from the link

https://www.win-rar.com/download.html?&L=0

Please Like and Subscribe to my channel and click the bell icon to get new
video updates



To get malicious payloads, we need to follow more redirection

Platform detected Type Name of the entity Occurrence v

facebook url https://play.google.com/store 31
[apps/details?id=com.remint2.app

facebook url http://minepi.com/levyy92 23
© | T https//telegra.ph/Descripti 2 N
facebook url https://www.chatany.world G “teegra i - Googe Searen 3 =it
[h5/reg.html?invite_code=3PC14L

youtube url https://telegra.ph/Crack-01-12 JDesg:Ztlon

anuary 02,
youtube url https://telegra.ph/Crack-2023-01-16  [1Download Nex: *CLICK* & Password: 2022

] Download Ne2: *CLICK* 3 Password: 2022
youtube url https://telegra.ph/Widelnstaller-10-0¢ )

1) Download archive
facebook url https//b|t|y/3YxrzmQ 2) Recommended to disable real-time protection and smart screen

) Run Setup.exe
youtube url https://telegra.ph/Crack--free- ’ '

4) Follow the instructions during installation

download-01-07

5) If you have any problems, click the second mouse button "Run as administrator”

youtu be url [ https://telegra.ph/Description-o’l -02- |6) Make sure you have the latest Visual C++ package installed

If you have not downloaded RAR, then download it from the link
https://www.win-rar.com/download.html?&L=0

youtube url https://telegra.ph/Description-01-02-

Please Like and Subscribe to my channel and click the bell icon to get new
video updates



Final note: is there an easy way to visualize all those URLs,
instead of copy-and-paste?

Platform detected Type Name of the entity Occurrence v
facebook url https://play.google.com/store 31
[apps/details?id=com.remint2.app
facebook url http://minepi.com/levyy92 31
facebook url https://www.chatany.world 30

[h5/reg.html?invite_code=3PC14L

youtube url https://telegra.ph/Crack-01-12 30
youtube url https://telegra.ph/Crack-2023-01-16 26
youtube url https://telegra.ph/Widelnstaller-10-09 24
facebook url https://bit.ly/3YxrzmQ 22
youtube url https://telegra.ph/Crack--free- 20

download-01-07
youtube url https://telegra.ph/Description-01-02-3 19
youtube url https://telegra.ph/Description-01-02-2 19




Researchers can use Malware Discoverer to automatically
capture screenshots of many URLs, saving some time...

Screenshot of high-occurrence final landing domains
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https://malwarediscoverer.com
https://malwarediscoverer.com/daily_intelligence/2023-01-23/report_2023-01-23__2023-01-23__66a835b85dbb6270212715de900559fb9accd05330b00d82621d9d546e3a38dd.html
https://malwarediscoverer.com/daily_intelligence/2023-01-23/report_2023-01-23__2023-01-23__66a835b85dbb6270212715de900559fb9accd05330b00d82621d9d546e3a38dd.html
https://malwarediscoverer.com/daily_intelligence/2023-01-23/report_2023-01-23__2023-01-23__66a835b85dbb6270212715de900559fb9accd05330b00d82621d9d546e3a38dd.html
https://malwarediscoverer.com/daily_intelligence/2023-01-23/report_2023-01-23__2023-01-23__66a835b85dbb6270212715de900559fb9accd05330b00d82621d9d546e3a38dd.html

Discussion

- Are those narratives same across channels?

-  What else do you want to search?

- Remediation: what do we do when we find malicious
URLs/users?



Thanks for listening!

https://informationtracer.com

Email: zhouhan.chen@nyu.edu



https://informationtracer.com
mailto:zhouhan.chen@nyu.edu

